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WIiFI Related Registry Keys
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-

What Can we Discover

AWhet her the userds AP w

A What different APs the user has been
connecting to

A The date and times the user has been
connected to their AP and the Internet

A Whether the user was using a different
adapter
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" The Big Picture
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CANADIAN POLICE COLLEGE - COLLEGE CANADIEN de POLICE |

THE BASICS
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The Windows Registry

A Repository for system settings
A Repository for user settings

A Stored on the hard disk as well as in memory
(RAM)

A Organized into:
I Keys
I Values
i Data
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% Registry Editor

File Edit VYiew Favorites Help
l;l tips Type Data ~

3 Trayhlotif REG_S5Z (value not set)

B 359":“?":”‘1’3’5 CREG_EXPAND_52) (FRUSERPROFILE % Application Data) m

= S V,ser I;:f's t G_EXPAND 52  %USERPROFILE%\Local Settings\TempoNFrIRESTREE Files

i+

o /REG_EXPAND 52  %USERPROFILE%%\Cookies v
< : >
My Computer\HKEY USERSYS-1-5-21-299502267-1606980848-854245398-1003\Software\Microsof th Windows\CurrentVersion\ExploreriUser She
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Files Containing the Registry
System Information

%SystemRoot%\System32\config\
I Default, SAM, SECURITY, Software, System, Userdiff, etc...

default
SAM
SECURITY
software

sysbem

userdiff

User Specific Information

256 KB File
256 KB File
256 KB File
23,040 KB Fil=
7,168 KE File
256 KB File

16/09/2009 2:34 PM
16/09/2009 2:34 PM
16/09/2009 2:34 PM
16/09/2009 2:34 PM
16/09/2009 2:51 PM
07/05/2004 1:52 AM

%SystemRoot%\Documents and Settings\<username>\

I NTUSER.DAT

S5 MTUSER.DAT

1,280KB DAT Fil=

16092009 3:13 PM
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Date & Time Stamps

A Registry Keytimestampsar e in t h#ICsyst
A When a Key is created, an initial time stamp is placed
on it
AEvery time a Keyoshavwad, thees o0
time stamp on the Key is updated

X [t may not be possible to tell which value or data
changed
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(7l AccessData Registry Viewer - [NTUSER.DAT] M=
File Edit Report Wiew Window Help - | &8 X
= = B o= Ef O ®
[ File Mame MRU - & | | Mame Tvpe Daka
(3 view 'u'alue REG_MULTI_SZ CnuiCourses and Waorkshops\NITV 2000902 MITC 0902 Grades. xlsx. ..
= |F—\-|S i a4 Maimum Ent... REG_DWORD 000000004 {10)
< ) »
Z o p - 000 | 4f 00 3a 00 5c 00 43 00-6f 00 75 00 72 00 73 00 |0«:«%-Ceosu-r-s- A
=l key Properties 0l0 |65 00 73 00 20 00 61 O0-6e OO0 64 00 20 00 57 00 |e-s- -a-n-d- -W-
Last Writken Time 29/08(2009 15:52:08 ITCY || nan |6f 0o 72 00 6b 00 73 O0-68 00 6 00 70 00 73 00 o-r-K-s-h-o-p-s-
030 | 5c 00 4e 00 49 00 54 00-5c 00 32 00 30 00 30 00 |4 -H-I-T-Y-2-0-0-
040 |39 00 Sc 00 30 00 39 00-30 00 32 00 5c 00 de 00 |9-4-0-9-0-2-%-H-
050 |49 00 54 00 43 00 20 00-30 00 39 00 30 00 32 00 |I-T-C- -0-9-0-2- 3
MTUSER,. DATI SaftwareiMicrosaft OFfice) 12,0y CommantOpen FindiMicrosoft OFfice ExcellSettingsiSave Cffseks O
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Security ldentifiers (SID)

A Unique names
A Identify users or groups of users

A Assigned by a Windows Domain Controller
A Not portable to other networks

S- -<ldentifier authority>-<Domain_ldentifier>-<Relative ldentifier>

S-1-5-21-299502267-1606980848-854245398-1003
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A S-1-5-1871 LocalSystem

A S-1-5-1971 NT Authority, local service.

A S-1-5-19 Classes - NT Authority local service classes.

A S-1-5-2071 NT Authority, network service

A S-1-5-20-Classes i NT Authority, network service classes.

% Registry Editor

File Edit Wiew Fawvorites Help

= My Computer
(01 HKEY¥_CLASSES_ROOT
[+ D HKEY _CURREMT_LISER.
[+ D HKE‘.’ LDCF'.L _MACHINE

- D \DEFALLT
#-{_3 5-1-5-18
[ 5-1-5-12
[ 5-1-5-19_Classes
[ 5-1-5-20
[ 5-1-5-20_Classes
] 5-1-5-21-299502267- 1606 980848-854245398- 1003
[ 5-1-5-21-299502267- 1606960646-854245398-1003_Classes

(L] HKEY_CURRENT _COMFIG
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Determining Speci fi1l
A SAM file:
T \SAM\Domains\Account\Users\

A SOFTWARE file:
T \Microsoft\WindowsNT\CurrentVersion\ProfileList\

A Contains the user name and SID in Hex.

A You must convert the last three hex numbers to decimal to
determine the decimal version of the SID that is used in
the Recycler and System Volume Information Folder

A FTK Registry Viewer does much of this for you
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[ AccessData Registry Viewer - [SAM]

DEX

File Edit Repork “Wiew window Help
= = B o= Ef D= ?
= SAM Mame Tyvpe Daka
- saM neF REG_BIMARY 0Z 0001 00 00 00 00 00 54 55 A3 A Fa 36 CA 01 C
=1 Damains gy REG_BIMARY 00 00 00 00 D4 00 00 00 02 00 01 00 D4 00 00 00 0
=-[C7 Account
+-[7 aliases
+-[[7 Groups
= D Isers
(7 nooooiF4
[C3 noooo1Fs
[C3 nooo03EA
[C3 noooozEE
[C3 noooo3EC
[ ] 000003F0
4 *
; e 00|02z 00 01 00 00 00 00 00-54 55 a3 ab £a 36 ca OL|r-vr-v-- yir
;‘:‘;tuﬁ’:i:t::?dz:uﬂer Eg’ 2009 18:22:38UTC | 10 00 0o oo 00 00 00 00 00-76 50 d& db db 32 ca Ol seen P
I 20 |£f £f £f £f £f £f £f 7E-48 2d 31 7c Ge 34 ca 0L |§¥erryy-H-1
Liser Name Mary 30 £1 03 00 00 0L 0Z 00 00-10 02 00 00 00 00 00 00 fieeeeeress
Full Marne Mary 40 00 00 01 00 00 00 00 00-00 00 ££ £f db 0L 91 Fg | reeerrrnn- %
Logon Colnt 1
ILast Logon Time 16/09/2009 18:22:38 LITC]
Last Password Change Time 11J09/2009 12:32:00 UTC
Expiration Time [ever
Invalid Logon Count 1]
Last Failed Login Time 13§09/2009 12:34:06 UTC
account Disabled False
Password Required krue
Country Code 0 (Syskermn Defaulk)
Has LAM Manager Passward frue
Has MTLMvZ Password krue
< >
AN 3AM Domains Accountt Users\000003F 1 Offset: 0
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[ AccessData Registry Viewer - [software]

File Edit Report Wiew ‘Window Help - 8 x
= =B = Ef O ?
[ Parts # | Mame Type Data
Profile magePa A I LaystembDrivetsDocuments and Settings
@ PV?FEtEhEV [ab]prafilelmagePath REG_EXPAND S %SystemDrives\D ts and Sett
+ DF‘“"‘F _ 2y sid REG_BIMARY 01 05 00 00 00 00 00 05 15 00 00 00 72 E9 71 57 60 B4
-3 [E_[IDF"EL'St B Flags REG_DWORD 000000000 (0)
= :i:ig % State REG_DWORD 000000004 (4)
l entralProfile _. walle not se
0 51520 [ab] centralPrafil REG_S7 fwal £ sat)
= ) 2% ProfileLoadTimeLow REG_DWORD 0xACS3CI5S (2691 170648)
ol - . .
=5 5-1-5-21-930212210-811250829-2050355374-1009 %{PruﬁleLDadTlmengh REG_DWORD D=01CAZERA (30029562)
T = e ey 3 Rl el G e == ta RefCount REG_DWORD 000000000 (0}
(] related.desc E{RunLDgDnScriptSync REiG_DWWORD 00000000 {0}
+-[20 seCEdit
+-[17 Setup
Sl s =N hs
00|25 00 53 00 79 00 75 00-74 00 65 00 64 00 44 00|%-S-y-s-t-e-n-D
Last Writken Time 16/09/2009 16:32:02 UTC 107z 00 69 00 76 00 65 00-25 00 5c 00 44 00 6 OO0 r-i-wv-e-%-%-D-o-
20|63 00 75 00 64 00 65 0O0-6e 00 74 00 73 00 20 00 |c-u-m-e-n-t-3- -
30|61 00 Ge 00 &4 00 20 00-53 00 &5 00 74 00 74 00 |a-n-d- -S-e-t-t
40 |69 00 Ge 00 &7 00 73 00-5c 00 4d 00 61 00 72 00 |i-n-g-s-%-M-a-r-
50|79 00 00 00 e

[ofbware|Microsoftwindows MTYCurrentersion|Profilelist)S-1-5-21-930212210-581 1 250529-2050355374-1009 I} Offset: 0
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_REGISTRY LUSER_MTUSER_S-1-5-15
_REGISTRY LUSER_MTUSER_S-1-5-19

_REGISTRY USER_MTUSER_S-1-5-20

_REGISTRY _USER_MTUSER _5-1-5-21-930212210-5112505829-205035355374-500
_REGISTRY _USER_MTUSER_5-1-5-21-930212210-8112505829-20505355374-1005
_REGISTRY _USER_MTUSER. _5-1-5-21-930212210-8112505829-2050355374-1009
_REGISTRY USER_LISRCLASS S-1-5-15

_REGISTRY_USER_USRCLASS S5-1-5-19

_REGISTRY USER_USRCLASS S-1-5-20

Sl REGISTRY _USER_USRCLASS 5-1-5-21-930212210-811250829-2050355374-500
El REGISTRY USER_USRCLASS 5-1-5-21-930212210-811250829-2050355374-1009
ComDb. Dat

|'?=i’| dornain, bxk

[EUENIE |81 [FUENELELEY
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GIoBaIIy Unique Identifiers (GUID)

A Identify devices

A 16 Byte name
I Hexadecimal notation
T 8-4-4-4-12

5583FF01-9690-120C-A326-00AB0O03F549A

= I:l Dewi
+ 129db6d11-b3c-11d7-b47F-00c0dfee4d3c )

+-{_}] {1zeb07eal-7e70-11d0-a5d6-253db04 10000}

E] {3758de44c-56ef-11d1-bcSc-00a0c21 405dd};
1] i3abfeF2d-71c4-462a-8a92-1e656 1 e6af 27

1 43c0d501a-140b-11d1-b40F-00a0c32231 96}
Y 13e227e?6-690d-11d2-3161-0000F37750F 1}
B

(AT DS S T -F S oo e A - il

TR R AR
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Globally Unique Identifiers (GUID)

A All Wireless Adapters are given a unigue GUID

" Registry Editor
File Edit View Favorites Help

—J DRM A
J DrWwatson
J EAPOL
= ] Parameters
# ] General
= (] Interfaces
—J {6F2CFB6C-B22A-4292-9AAE-B1AAACAS50DC)
‘J[{96C0994C-EEC8—40FB-BEFO-E636E6l70148}
; (L) EnterpriseCertificates
(] ESENT
'] EventSystem
& (] Exchange
» | Eartnry

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\EAPOL\Parameters\Interfz

-

-+

v
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aﬁ.ddre{j i System Molume Information’ Iestnre{EEu2DB3?E-2?9P.-4DSB-EQSB-AFBDFQEDDEQ1}

View

Favorites

COLLEGE CANADIEN de POLICE

Restore Points

@ C:\System Volume Information\_restore{B62DB37E-279A-4D3B-893B-AFBDFAEDDE91}
File  Edit

I:D Back - > |

Tools  Help

'ﬁ' pl ) Search |~ Folders E"

Faolders

+

+

+

+

¥ & O

|2 quarankine
|Z) RECYCLER
|2 rename

|2 strawberry

X

.Y

|=) Swstem Yolume Information
4 ) _restore{B6ZDESTE-2790-4056-3956-AFS0FAEDDES 1

) TEMP

I3 Volatility-1,5_Beta

55 WINDOWS

=@ Local Disk (Dn)
“e Local Disk (E:)
_"“ﬂ Sws on "Cpo-stor' (Fi)

i DVD-RAM Drive (G:) 3

60 objects (Disk free space: 32,7 GE)

Marne

CIRP2E1
CIRP2E2
CIRP2E3
CIRP2E4
CIRPZES
CIRPZEG
CIRP2ET
CIRP2EE
CIRP2ED
CIRP270
CRP271

CIRP272

k % mmm J

Size

Type

File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File: Folder
File: Folder
File: Folder

[kl I ool PR

43.9 KB

Date Modified

23/06/2009 4:01 PM
25/06/2009 3:35 PM
29/06/2009 5:44 AM
30/06/2009 9:37 AM
01072009 10:37 AM
020712009 2:40 AM
080712009 10:02 AM
07 /0712009 10:45 AM
08/07)2009 1:39 PM
13/07)2009 8:31 AM
14072009 8:56 AM
15/07)2009 1:17 PM

Ll b P T T T R P T M T . |

_é My Computer
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Restore Points

@ C:\System Volume Information\_restore{B62DB37E-279A-4D3B-893B-AFBDFAEDDE91 \RP262\snapshot

File Edit Miew Fawaorites  Tools  Help l,;'
G Back - ? TT 7 ! Search i Folders E"

fddress |2 C:\System Yolume Infarmation!_restore{BEZ0ES7E-2794-4036-3936-AFEDFAEDDE 1 HRP262 snapshotk b a G0
Folders = Mame

|2) quarantine A o \
| RECYCLER 5| REGISTRY_MACHIME _SaM

£ rename _REGISTRY_MACHINE_SECURITY
) straviberry _REGISTRY_MACHINE_SOFTWARE 30
_REGISTRY_MACHINE_S¥STEM 6

+ () Swstem Wolume Information

= [ _restoredB620EA7E-2704-403E-593E-AFSDFAEDDED] - _REGISTRY_USER_.DEFALLT

_REGISTRY_LISER_NTUSER_S-1-5-16
_REGISTRY_LISER_MNTUSER_S-1-5-19
_REGISTRY_LISER_MTUSER_S-1-5-20
_REGISTRY_USER_NTUSER_5-1-5-21-12144405339- 7905254 75-5395221 15-500

ENEVEYEYENEYEYEEYEYELEY

+ |5 RP26d _REGISTRY_LUSER_MNTUSER._S5-1-5-21-1214440339-720525478-8395221 15-1003 =)
# | RP265 _REGISTRY _USER_USRCLASS_5-1-5-19

# | RPZ66 _REGISTRY _USER_USRCLASS 5-1-5-20

+ | RP267 _REGISTRY _USER_USRCLASS _S-1-5-21-1214440339-790525475-5395221 15-500

Il _REGISTRY _LUSER_LISRCLASS_S-1-5-21-1214440339-790525475-839522115-1003

# ) RP269 Jem 1y n e

+ |5 RP270 r:=j dormain. kxk

# [ rP271 v ¢ >

17 objects (Disk. free space: 32,7 GE) 44,6 MB _J My Computer
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WIiFiI Concepts

A SSID i Service Set Identifier (i.e. Network name)
A BSSID i Basic Service Set Identifier (i.e. MAC address)

A Encryption

I WEP (Wired Equivalent Privacy)
I TKIP (Temporal Key Integrity Protocol)
I AES (Advanced Encryption Standard)

A Authentication

I WPA (WiFi Protected Access i AES)
I WPA-PSK (Pre-Shared Key)
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REGISTRY,
NETWORKS & WIFI
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Network Cards

—

A If a computer contains multiple network
cards (e.g. an Ethernet NIC as well as a
Wi-Fi card), there will be Registry keys
created for each card

A When a network card is removed from a
computer, the Registry entry for it Is not
deleted.
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Network Cards & Wireless Adapters

COLLEGE CANADIEN de POLICE

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkCards

5

File Edit “ew Fawvorites Help

Data
Cyalue nob sek)

3Com EkherLink €L 107100 PCI For Complete PC Management MIC ESCQDSC-TXD

{0637C383-6B90-4225-A20F-CC2B7OFGICEZ

[ ModuleCompatibility || Mame Type
-7 Metwork ' y RFS_S57
=@ gtwnrktards [ab] Description REG_3Z
o ng ab] Servicelame REG_5Z
D OpeniGLDrivers
0 IH"I M- ~eh - .
< > <

My ComputeriHKEY _LOCAL_MACHIME,SOFTW ARE\Microsofthwindows NTY\CurrentyersioniMNetworkCards) 2

Mame Size
IZJUsers
default 512 KB
SAM 256 KB
= SECUR 256 KB
32,000 KB
i 5ystem £,400 KB
userdiff 256 KB

Twpe

File Folder
Filz

Fil=

File

Filz

Fil=

File

Date Modified
11/09/2009 5:53 AM
10/09/2009 3:05 &M
10/09/2009 3:05 &M
10/09/2009 7:24 AM
10/09/2009 11:12 AM
10/09/2009 7:24 a4M
21/08/2005 10:47 AM
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AThe ALast Written Timeo wi l
and time that the adapter was first installed

Data Registry Viewer - [software - B)X]

“°J File Edit Report View Window Help =

S 2B B E e ®
J 31 A | | Name Type
; 2 ab]ServiceName ~ REG_SZ
Qs @bJDescripton  REG 52  (
+ (] OpenGLDrivers
+ (] Peeriet
(1 Perflib ¥

y PDumemmablin-
B Koo Pene

P

| Last Written Time 12/08/2009 18:55:13 UTC )

00 4e 00 45 00 S4 00 47 00-45 00 41 00 52 00 20 00 N-E+T-G-E-A-R- - A

10 57 00 47 00 31 00 31 00-31 00 76 00 33 00 20 00 WeGelelelew+3- -

20 35 00 34 00 44 00 62 00-70 0O 73 00 20 00 57 00 5+4-M-b-prs- -W-

30 69 00 72 00 65 00 6c 00-65 00 73 00 73 00 20 00 i-r-e-l-e+3-3g- - v
software|Microsoft\Windows NT\CurrentVersion\NetworkCards\34 Offset: 0
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WIFI Connections

Keys of Interest:

A HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\EAPOL\Parameter
s\Interfaces\{GUID}

A HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\WZCSVC\Paramete
rs\interfaces

A HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Tcpip\P
arameters\interfaces

EAPOL = Extensible Authentication Protocol over LAN
WZCSVC = Wireless Zero Configuration Service
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The reqistry keeps a list of the different wireless interfaces that
have been used on the computer. These can be found under
the following key:

HKEY LOCAL_MACHINE\SOFTWAREWicrosoft\EAPOL\Parameters\interfaces\

Two wireless adapters have been used on this computer:

¢ Registry Editor

File Edit View Favorites Help

] DRM A | Name Type Data
£ drwatson a¥](Default) REG_SZ (value not set)
= ] EAPOL
= ] Parameters
+ ] General
= ‘N Interfaces
o {6F2CFB6C-B22A-4292-9AAE-B1AAACAIS0DC)
) {96C0994C-EECB-40FB-BEF0-E636E617D148)
+ ] EnterpnseCertificates
* ) ESENT
+ ] EventSystem
+ J Exthange

v £

e

LEactan,

IMy Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\EAPOL\Parameters\interfaces l
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A If you click on one of the interfaces keys, you will see a list of
numbered values.

A Each one of these represents a different wireless network
that the adapter has connected to
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