
WiFi Related Registry Keys



What Can we Discover

ÅWhether the userôs AP was open or secured

ÅWhat different APs the user has been 

connecting to

ÅThe date and times the user has been 

connected to their AP and the Internet

ÅWhether the user was using a different 

adapter



The Big Picture



THE BASICS



The Windows Registry

ÅRepository for system settings

ÅRepository for user settings

ÅStored on the hard disk as well as in memory

(RAM)

ÅOrganized into:

ïKeys

ïValues

ïData





Files Containing the Registry

System Information

%SystemRoot%\System32\config\
ïDefault, SAM, SECURITY, Software, System, Userdiff, etc...

User Specific Information
%SystemRoot%\Documents and Settings\<username>\

ïNTUSER.DAT



Date & Time Stamps

ÅRegistry Key time stamps are in the systemôs UTC

ÅWhen a Key is created, an initial time stamp is placed 

on it

ÅEvery time a Keyôs Values or Data are changed, the 

time stamp on the Key is updated

× It may not be possible to tell which value or data 

changed





Security Identifiers (SID)

ÅUnique names

ÅIdentify users or groups of users

ÅAssigned by a Windows Domain Controller

ÅNot  portable to other networks

S-<SID_Version>-<Identifier_authority>-<Domain_Identifier>-<Relative_Identifier>

S-1-5-21-299502267-1606980848-854245398-1003



Å S-1-5-18ïLocalSystem

Å S-1-5-19ïNT Authority, local service.

Å S-1-5-19_Classes - NT Authority local service classes.

Å S-1-5-20ïNT Authority, network service

Å S-1-5-20-ClassesïNT Authority, network service classes.



Determining Specific Userôs SIDs

ÅSAM file:

ï\SAM\Domains\Account\Users\

ÅSOFTWARE file:

ï\Microsoft\WindowsNT\CurrentVersion\ProfileList\

ÅContains the user name and SID in Hex.

ÅYou must convert the last three hex numbers to decimal to 

determine the decimal version of the SID that is used in 

the Recycler and System Volume Information Folder

ÅFTK Registry Viewer does much of this for you









Globally Unique Identifiers (GUID)
Å Identify devices

Å16 Byte name

ïHexadecimal notation

ï8-4-4-4-12

5583FF01-9690-120C-A326-00AB003F549A



Globally Unique Identifiers (GUID)

ÅAll Wireless Adapters are given a unique GUID



Restore Points



Restore Points



WiFi Concepts

ÅSSIDïService Set Identifier (i.e. Network name)

ÅBSSID ïBasic Service Set Identifier (i.e. MAC address)

ÅEncryption
ïWEP (Wired Equivalent Privacy)

ïTKIP (Temporal Key Integrity Protocol)

ïAES (Advanced Encryption Standard)

ÅAuthentication
ïWPA (WiFi Protected Access ïAES)

ïWPA-PSK (Pre-Shared Key)



REGISTRY,

NETWORKS & WIFI



Network Cards

ÅIf a computer contains multiple network 

cards (e.g. an Ethernet NIC as well as a 

Wi-Fi card), there will be Registry keys

created for each card

ÅWhen a network card is removed from a 

computer, the Registry entry for it is not 

deleted.



Network Cards & Wireless Adapters

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\NetworkCards



ÅThe ñLast Written Timeò will usually represent the date 

and time that the adapter was first installed



WiFi Connections

Keys of Interest:

Å HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\EAPOL\Parameter

s\Interfaces\{GUID}

Å HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WZCSVC\Paramete

rs\Interfaces

Å HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\Tcpip\P

arameters\Interfaces

EAPOL = Extensible Authentication Protocol over LAN

WZCSVC = Wireless Zero Configuration Service



The registry keeps a list of the different wireless interfaces that 

have been used on the computer.  These can be found under 

the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\EAPOL\Parameters\Interfaces\

Two wireless adapters have been used on this computer:



ÅIf you click on one of the interfaces keys, you will see a list of 

numbered values.  

ÅEach one of these represents a different wireless network

that the adapter has connected to


